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YouTube Hijacking: A RIPE NCC RIS case study

17 Mar2008 + news RIS internet governance

Introduction

On Sunday, 24 February 2008, Pakistan Telecom (AS17557) started an unauthorised
announcement of the prefix 208.65.153.0/24. One of Pakistan Telecom's upstream providers,
PCCW Global (AS3491) forwarded this announcement to the rest of the Internet, which resulted
in the hijacking of YouTube traffic on a global scale.

In this report we show how the events were seen by RIPE NCC's Routing Information Service
(RIS) and how, in general, one can use the RIS tools to obtain hard data on network events.

Event Timeline

e Before, during and after Sunday, 24 February 2008: AS36561 (YouTube) announces
208.65.152.0/22. Note that AS36561 also announces other prefixes, but they are not involved
in the event.

e Sunday, 24 February 2008, 18:47 (UTC): AS17557 (Pakistan Telecom) starts announcing
208.65.153.0/24. AS3491 (PCCW Global) propagates the announcement. Routers around the
world receive the announcement, and YouTube traffic is redirected to Pakistan.

e Sunday, 24 February 2008, 20:07 (UTC): AS36561 (YouTube) starts announcing
208.65.153.0/24. With two identical prefixes in the routing system, BGP policy rules, such as
preferring the shortest AS path, determine which route is chosen. This means that AS17557
(Pakistan Telecom) continues to attract some of YouTube's traffic.

e Sunday, 24 February 2008, 20:18 (UTC): AS36561 (YouTube) starts announcing
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e Sunday, 24 February 2008, 21:01 (UTC): AS3491 (PCCW Global) withdraws all prefixes
originated by AS17557 (Pakistan Telecom), thus stopping the hijack of 208.65.153.0/24.
Note that AS17557 was not completely disconnected by AS3491. Prefixes originated by
other Pakistani ASs were still announced by AS17557 through AS3491.

Event Analysis

The prefixes involved in the hijack and YouTube's counter measures were already known from
reports on various mailing lists. However, even if this information had not been reported, it is
easy to find in the RIPE NCC's Routing Information Service (RIS).

Pakistan aimed to block the YouTube website. youtube.com has three IP numbers in the DNS:
208.65.153.238, 208.65.153.251 and 208.65.153.253.

The RISwhois tool (accessible via whois protocol on riswhois.ripe.net or through the web
interface at http://www.ris.ripe.net/cgi-bin/riswhois.cgi ) provides a quick look at the most
recent set of Routing Information Base (RIB) dumps from the various RIS Remote Route
Collectors (RRCs). By entering the IP address 208.65.153.238, we see YouTube (still) originating
208.65.152.0/22, 208.65.153.0/24 and 208.65.153.128/25. The /22 is the one that is most widely
seen (by 112 RIS peers). The /24 is seen by 105 peers. The /25 announcement, however, only
makes it to 21 of the peers.

When a routing event is still fresh, it's likely that the associated prefix announcement hasn't yet
been included in an RIS RIB dump. In that case, the main RIS search page,
http://www.ris.ripe.net/perl-risapp/risearch.html , can be useful. Looking up a youtube.com IP
address using the "Less specific" option for the period Sunday, 24 February 2008, 18:00 (UTC)
to Monday, 25 February 2008, 01:00 (UTC), shows both AS17557 (Pakistan Telecom) and
AS36561 (YouTube) as origin. Folding out the tabs, we see the prefixes involved, as well as an
overview of the update/withdrawal events. This shows the last unauthorised announcement
from Pakistan was received on Sunday, 24 February 2008, 21:01:22 (UTC).

To understand the dynamics of the route announcements, withdrawals and the "competition” in
BGP between the Pakistani /24 and YouTube announcement, we can use the visualisation tool
BGPlay .This tool was designed and written by the Computer Networks Research Group at
Roma Tre University and has been integrated into the RIS service portfolio. BGPlay snapshots
illustrating the state of the network at some key points in time are subject of the next section.

It isimportant to note that the RIS can only show the collected BGP information and not

routing, as such, for the whole Internet. Based on this information, it is not possible to make
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Before, during and after Sunday, 24 February 2008

AS36561 (YouTube) announces 208.65.152.0/22. Note that its connectivity almost doesn't
change during the period of the hijacking.
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The prefix 208.65.153.0/24 is not announced on the Internet before the event:

We use cookies to ensure that our website functions correctly. We also use performance cookies, which are

anonymous and privacy-friendly, but you can always refuse them. Find out more about our cookies in our Privacy
Statement.



https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies
https://www.ripe.net/about-us/legal/ripe-ncc-privacy-statement#cookies

Yy

ECHay: changes o prefin 208651530/ 24 froes 2008-02-24 00:00:00 to 2008-03-25 00:00:00 UTC
Start of guery lnterval

ASEBR] MINCE HMIN.CE Aukocmomsus Syatan

FES T B
T ] BA34 3402 3561 ARES k4 ]
LEF
14948 TR 6T .
. 2014 B3 20ps
pa— - 130 k44
y B41% 47
1LEFF
_— LI 1! B 13237 -
o
161 RE S 0937 7018 LhE] 28917 965
B&E1 1273 .
1l
€381 UNE e 1™ ama E150
- 5511 1156 41262
10440 !
5392 . 22548 grea Rk 20481
L 1299
10424 k]
Era ] 133 3589 12956 4 FFT TET
181 . - 457 1357 4508
L 00ES
276k 3491 e i
— 1215 516 4537
UG
21 5080 13845
16150 16735
4ir  BOZE
(1] RIE? o
575
IREET
F-
561 17557
-
Ll
[ 4 n
[ € ¥ __.clrlﬂ .__I ¥ |t|p:-._l [ & =| 4 Iﬁ.ll:l'l-' Ehlp“"ﬂrﬂ]ﬂ:!wﬂll I\._'-ﬁlnl.__

Sunday, 24 February 2008, 18:49 (UTC)

AS17557 (Pakistan Telecom) has been announcing 208.65.153.0/24 for the past two minutes.
RIS peers around the world have received the route update, and YouTube traffic is being
redirected to Pakistan.
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Sunday, 24 February 2008, 21:23 (UTC)

AS36561 (YouTube) has been announcing 208.65.153.0/24 since 20:07 (UTC). The bogus
announcement from AS17557 (Pakistan Telecom) has been withdrawn, and RIS peers now only
have routes to YouTube's AS36561
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Since Sunday, 24 February 2008, 20:18 (UTC)

AS36561 (YouTube) is announcing 208.65.153.0/25 and 208.65.153.128/25. Note that both of

these prefixes are much less visible on the Internet than the /24 prefix.
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tool from Roma Tre University. The following picture shows the evolution of the path chosen by
a specific peer (in this case AS3333, RIPE NCC) to reach the hijacked prefix.

This picture shows that:

e Until Sunday, 24 February 2008, 18:47 (UTC), AS3333 (RIPE NCC) had no path toward
208.65.153.0/24

e On Sunday, 24 February 2008, from 18:47 to 20:52 (UTC), AS3333 (RIPE NCC) observed
208.65.153.0/24 being announced by AS17557 (Pakistan Telecom) through two distinct
paths (3333 6320 3549 349117557 and 3333 12859 349117557)

¢ Since Sunday, 24 February 2008, 20:52 (UTC), AS3333 (RIPE NCC) has observed
208.65.153.0/24 being announced by AS36561 (YouTube) through the path 3333 3356 3549
36561
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Summary

As the above timeline shows, this event happened in a relatively short time interval: YouTube
reacted about 80 minutes after the Pakistan Telecom announcements, and all the major events
finished after about two hours. While this report showed that the tools provided by RIPE NCC
(such as RISwhois and BGPlay) can help in following and analysing events even on such a short
timeline, we also note that unauthorised announcements like this can be prevented from
spreading throughout the Internet by appropriate routing configuration by operators of
Autonomous Systems. The RIPE NCC provides the RIPE Routing Registry in order to facilitate
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